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Abstract. The purpose of this paper, is to introduce the concept of a cloud supply chain, a
business model based on the networking of some physical and digital assets from third
parties in the cloud for the purpose of designing and managing a supply chain network.
The "supply chain as a service" model combines Industry 4.0 principles and technology with
new digital platforms. For this aspect, the cloud supply chain is conceptualized as a fresh
and original field of study where certain generalized properties of the cloud supply chain
are determined by analysis of real-world situations.
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Introduction

Global innovation networks have emerged due to the “fine slicing” and dispersion of
innovation processes to various businesses worldwide (Ambos et al., 2021). Research
and development dispersion has been viewed positively for innovation by some
academics since it gives businesses more access to a variety of knowledge hubs
worldwide (Perri et al.,, 2017). Others have argued that it increases a firm's operational
complexity because innovation activities are interdependent, resulting in managerial
bandwidth limitations (Scalera et al., 2018) and more difficulties with internal or
external firm boundaries (Ambos et al,, 2021).

Advanced supply chain management principles and digital technologies are used to
create a cloud supply chain based on the dynamic, situational composition of physical
services into networks. The cloud supply chain combines concepts of flexible,
reconfigurable supply chain formation by outsourcing with the goal of transforming the
supply chain from some static, long-term, and fixed allocations of processes, products,
and data to some firms towards dynamic reconfigurable services, such as forming the
supply chain as a service (Ivanov et al, 2022). Integrating all digital manufacturing and
logistics fulfillment processes, including material, financial, and information flows, into
the cloud-based collaboration platform enables the creation of dynamic services focused
on the client’s needs. This mix of manufacturing, purchasing, distribution, warehousing,
and after-sales activities creates a physical supply chain network that is constantly
(re)designed and operated as a customer-centered unit. Blockchain, the Internet of
Things, Industry 4.0, cloud computing, 5G, and edge computing are examples of digital
communication, collaboration, identification, and modeling technologies (Ivanov et al,
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2022). These technologies create a technological framework for implementing the cloud
supply chain.

Different network structures and their interactions are covered by the supply chain
structural dynamics control theory. In Wang et al. (2015), a thorough assessment of the
literature on service supply chains is offered. Supply chain networks are becoming more
flexible and adaptable thanks to digital technologies like the cloud, Industry 4.0, Internet
of Things (IoT), big data analytics, Blockchain, artificial intelligence (AI), edge
computing, and additive manufacturing (Choi et al., 2022). Supply chain networks can
be made more flexible and adaptable with the help of digital technologies like the cloud,
Industry 4.0, Internet of Things (IoT), big data analytics, Blockchain, artificial
intelligence (Al), edge computing, and additive manufacturing (Brintrup et al., 2020).
The available research put up some compelling reasons in favour of end-to-end visibility
to enhance the effectiveness of decision-making in manufacturing, logistics, and sales
operations. (Yang et al., 2019).

Services are essential to supply chain management schemes. Many researchers have
reviewed and discussed the various definitions of service supply chain management and
service supply chain systems. A "product” that is produced by "the points of origin" and
transported to "the sites of consumption” must exist in a supply chain system by
definition (Wang et al.,, 2015). This "product” could be a service or something more
concrete. Two different types of supply chain systems—the Service Only Supply Chains
(SOSCs) and the Product Service Supply Chains—arise in the field of service supply chain
management (PSSCs) (Wang et al,, 2015).

The subject of supply chain outsourcing has become more complex with the rise of "as a
service" platforms and providers. Outsourcing of logistics is no longer the only concern
now, services for manufacturing, planning, warehousing, and other tasks are available
(Barret & Higgins, 2021). Organizations must pick which components they will provide
internally and which ones they will outsource.Because they don't have a solid
outsourcing strategy in place, supply chain leaders frequently outsource for the wrong
reasons (Barret & Higgins, 2021). Organizations should create an outsourcing strategy
for their supply chains that strikes a balance between the significance of cost, service
delivery, risk mitigation, and the duration of relationships in order to be future-ready
(Barret & Higgins, 2021).

These diverse arguments call for a systematic analysis of innovation in cloud services
applied in supply chain management. In this article a conceptualization is offered that
allows to analyze and advance the literature on innovation in and how can supply chain
management services can be provided as SaaS business model through platforming
model and integration of various state of the art technologies. Despite growing practical
interest, cloud supply chain research is still lacking. This paper seeks to conceptualize
the cloud supply chain as a fresh and original topic of study. Several conceptual and
formal generalizations will be presented about the cloud supply chain through
examination of practical situations case studies, and we explore potential lines of future
research.
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Literature review

Software as a Service (SaaS)

Software-as-a-service (SaaS) is a cutting-edge method for distributing software
applications that uses cloud computing (Chou & Chou, 2007). For consumers to order
based on their needs and pay for the services in accordance with actual consumption,
SaaS providers host software applications on cloud servers (Armbrust et al.,, 2010). This
"on-demand" service delivery model is comparable to the utility service mode in that a
user subscribes to an application without purchasing, installing, or maintaining the
software, much like using the grid for power instead of a personal generator.
Additionally, SaaS improves software service quality through automated application
upgrades and data backup (Xin & Levina, 2008).

SaaS enables businesses to outsource many of their applications, including business and
generic tools (such as email, antivirus software, and office suites) (e.g. accounting,
customer relationship management - CRM, enterprise resource planning - ERP). Based
on cloud computing, businesses can also outsource their IT platforms (such as databases
and business intelligence) and infrastructures (such as storage, backup, and
computation) in the form of Platform as a Service (PaaS) (Vaquero et al., 2009). SaaS is
seen as the most promising of the three because of its numerous real advantages to
business clients, including decreased IT expenses and enhanced IT performance
(Catteddu, 2010).

SaaS companies use cloud computing to divide up IT resources and capacities among
customers in accordance with their in-the-moment needs. A dynamic approach to
managing instances and data partitions is advantageous for economies of scale.
Organizations can save a ton of money and concentrate on productivity because they
don't have to bother purchasing and maintaining their software applications (Yang et
al,, 2015).

Existing research on SaaS adoption includes a qualitative analysis of the impact of IT
infrastructure maturity and result uncertainties by Xin and Levina (2008). Similar
findings were made by Wu et al. (2011) who discovered that businesses consider known
and unknown risks when assessing the long-term effects of adopting SaaS. The influence
of perceived values, uncertainties, and impacts on attitudes toward SaaS adoption were
quantitatively studied by Benlian et al. (2009). Wu (2011) also determined the
significant effects of relative benefit, ease-of-use, security, and trust using the attitude
toward the innovation as the dependent variable. Benlian and Hess (2011), on the other
hand, gathered data on perceived cost advantages and security issues and identified how
these affect the choice to embrace SaaS.

Digitalised Supply Chain

A digital supply chain is an intelligent, value-driven network that uses cutting-edge
technology and analytics to generate new revenue and business value. It does this by
utilizing a centralized platform that captures and makes the most of real-time data from
various sources (Kinnett, 2015).

Another definition given by Biiyiikézkan and Goger (2018) is an intelligent best-fit
technological system based on the ability of massive data disposal and excellent
cooperation and communication for digital hardware, software, and networks to
support and synchronize interaction between organizations by increasing the value,
accessibility, and affordability of services with consistent, agile, and effective results.
On the other hand, the primary characteristics of the DSCs, referring to the operational
management of the fundamental elements, as shown in Figure 1, and the proposal
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dimensions, distinguish them from the traditional SCs. These characteristics include
accelerated, adaptable, smart, real-time data gathering, transparent, globally-connected,
scalable and clustered, breakthrough, inventive, and sustainable (Garay-Rondero et al.,
2020).

SC Management
Processes

SUPPLY CHAIN

MANAGEMENT CONSTRUCTS

Figure 1 - proposed essential SCM elements (Garay-Rondero et al.,, 2020)

Impact of industry 4.0 technology on Supply Chain Management

While a supply chain can increase performance using traditional ICT technologies like
enterprise resource planning (ERP) and transaction processing systems to reduce
transaction costs and increase coordination effectiveness (Yao et al, 2007), the
emergence of cloud technology (Marston et al., 2011) presents difficulties in making the
switch to more effective cloud-based technologies.

Except for the research published by Wu et al. (2013), the literature discloses little
empirical studies to date. An "ICT-enabled service model where hardware and software
services are given on-demand to end-user consumers over the Internet in a self-service
fashion fairly independent of devices and locations" is what the term "cloud technology”
refers to (Marston et al,, 2011, p.177). According to Jede and Teuteberg (2015), cloud
technology is still in its infancy, especially in the supply chain. This calls for an empirical
inquiry to help managers better appreciate its potential in the integration of cross-firm
logistics processes. Since many businesses are becoming increasingly interested in using
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cloud technology but it has not yet entirely permeated industry norms, this study
focuses on the intention to adopt rather than analyse the actual efficacy of the
technology.

In terms of operational efficiency (e.g., inventory sharing, order status and tracking,
demand forecasting), time compression, higher IT-performance (e.g., high-speed data
access, add-on services, customizability, latest hardware and software, as well as service
bundles), and with a medium to low security level (e.g., data access and data networks),
cloud-based technology adoption is thought to provide advantages over conventional
ICT-enabled SCI (Jede & Teuteberg, 2015). In order to maintain the connections among
manufacturers, suppliers, retailers, and customers for the integration of the logistics
process, cloud services—specifically SaaS—are likely to revolutionise the game. Shee et
al. (2018) suggest a concept from the RBV perspective to expand the conventional ICT-
enabled SCI to build a cloud capability, which is likely to enable improved SCI and so
increase performance in the supply chain and the company.

Technologies like CPSs, 10T, BDA, and Cloud are regarded as the primary drivers of
Industry 4.0. When smart embedded systems are integrated and networked with one
another and the Internet in an environment that is supported by Industry 4.0, the
physical and digital worlds converge, creating CPSs (cyber-physical systems)
(Fatorachian & Kazemi, 2020). CPSs are intelligent systems that bring together
computing, communication, and engineering systems. They consist of a number of
digital and physical assets whose purpose is to carry out a number of specified tasks
(Poovendran et al. 2012). According to Leitao et al.(2016), CPSs are one of the main
forces behind Industry 4.0 and can connect the physical and virtual worlds by enabling
a high level of connectivity between software and hardware. This can result in advanced
communication between people, machines, processes, and products (Babiceanu et al,,
2013). Computing components of a CPS allow for communication with sensors and
actuators. This enables all of the environment's scattered intelligence to be connected.
A smart production line with an intelligent machine capable of carrying out numerous
tasks through communication with components is an illustration of CPS (Fatorachian
and Kazemi 2020).

Another important enabler, the Internet of Things (IoT), describes a global ecosystem
where all linked and intelligent processes, systems, and objects are connected to it
(Fatorachian and Kazemi 2020). This technological advancement, which is an extension
of the Internet, is characterised by a world of pervasive connectivity in which intelligent,
Internet-connected devices continuously interact and provide useful information to
help decision-making (Fatorachian & Kazemi 2020). [oT enables the integration of smart
technologies like sensors, actuators, and other intelligent systems. By completely
changing industries and organizations, it introduces a new paradigm in how businesses
operate (Agrifoglio et al., 2017). This is made possible by cloud computing, which has
enabled a paradigm shift in information systems management through the convergence
of technologies such as networking, computing, and management systems (Helo & Hao,
2017).

Cloud technologies enable remote communication between systems, devices, and
products. They can also enable the transmission of data produced by various processes
and systems to central data warehouses for later aggregation and analysis (Brousell et
al, 2014). In other words, cloud systems can offer large amounts of storage and fast
computing, allowing for independent and quick access to data from any location (Schuh
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et al, 2014). Given the importance of responsiveness and visibility in supply chain
management, this capability can significantly aid in planning and decision-making and
lessen the bullwhip effect in the supply chain (Tan et al,, 2017).

Methodology

This research paper undertook a systematic literature review approach, successfully
identifying each field's present state of research (Fettke, 2006). Furthermore, the
classification stage of each individual manuscript adhered to the framework developed
by Dibbern et al. (2004). The pursuit of systematic knowledge development is directly
related to the articles that have been published.

Case study research is regarded as a reliable way to find contextual information that is
practically applicable (Wu & Choi 2005). Ivanov (2021b) demonstrates that visualizing
new, emergent research streams in order to generalize their characteristics is a
particularly effective use of case study analysis. In order to determine the general
characteristics of the cloud supply chain paradigm, the target was to highlight its
practical context through the case studies in this section. Secondary data, particularly
the companies’ websites, was used to gather the information for the case-study
development.

Three case studies have been identified that match the research direction, relevant
enough to portray a clear view of how cloud technology is implemented in various
supply chains and the implications of cloud computing across the globe.

Results and discussion

Case Studies
Casel: Amazon FBA - Let Amazon pick, pack, and ship your orders

Key elements of Amazon's business model FBA (fulfillment by Amazon) are summarised
as "Let Amazon pick, pack, and ship your items" (2022). The main goal of Amazon FBA
is to enable outside businesses to utilize Amazon's logistical networks. Companies can
ship their goods to Amazon fulfillment facilities. When a consumer orders, Amazon takes
care of the order's receiving, packing, shipping, customer service, and returns. In other
words, the FBA business model employs a form of the supply chain "renting" (Ivanov et
al, 2022).

An "end-to-end solution for inventory storage, shipping, and returns, together with
handling customer care on those purchases” is what the Amazon FBA offers (Amazon
2022). Additionally, FBA uses multi-channel fulfilment. Customers can place orders for
the company's goods through their "website, Amazon, social media, or elsewhere."
Additionally, drop shipping through Amazon's Merchant Fulfilled Network can extend
FBA (MFN) (Ivanov et al., 2022). Drop shipping entails outsourcing the majority or all of
the supply chain process, from product sourcing or production through fulfilment,
according to Amazon (2022). Production, storage, shipping, and delivery to clients could
be handled by a manufacturer or other entity (Ivanov et al,, 2022).

Amazon has observed that established e-commerce businesses with sizable sales
volumes and a range of products and sales channels can gain the most from the FBA
model (Ivanov et al., 2022). Through a developed digital supply chain, FBA may assist in
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ensuring end-to-end visibility over all fulfilment activities, including returns. According
to Bigcommerce (2022), the FBA platform is used by around two-thirds of Amazon's
third-party retailers. In conclusion, Amazon offers supply chain as a service by
outsourcing storage, shipping, customer service, and returns operations through FBA
(Ivanov et al., 2022).

Case2: Industry 4.0 and cloud manufacturing - Manufacturing-as-a-service platforms

"A methodology for offering ubiquitous, accessible, on-demand network access to a
shared pool of configurable manufacturing resources that can be promptly deployed and
released with minimal management effort or service provider contact," according to the
definition of cloud manufacturing (Xu, 2012). Cloud manufacturing uses the
manufacturing-as-a-service paradigm, as demonstrated in (Zhang et al., 2011), will be
exemplified with two cases.

First, the Industry 4.0-based MindSphere cloud-based manufacturing platform from
Siemens can be mentioned, which employs advanced analytics to digitally manage
interconnected systems and machines throughout physically dispersed physical
facilities (Ivanov et al, 2022). "MindSphere drives Internet-of-Things (IoT) solutions
from the edge to the cloud with data from linked products, plants, and systems to
optimise operations, generate better-quality goods, and implement new business
models," according to the company (Siemens, 2022). Second, the open manufacturing
platform (OMP) developed by BMW and Microsoft embodies key Industry 4.0 concepts
of cross-enterprise digital communication of machines and people. Supporting
collaboration and data transparency in Industry 4.0 networks is the main goal of OMP.
The OMP's goal is to make manufacturing more intelligent by utilising open standards
and data analytics to solve practical issues as efficiently as possible while maximising
the use of available resources (Ivanov et al., 2022).

Case3: Different regional implications of using cloud computing in SCM

Regional differences in terms of technology, culture, politics, and economy may have a
big impact on how CC usage develops within SCM. In addition, we have demonstrated
through quantitative analysis that the factors influencing implementation are complex
and not generally applicable. As a result, we looked into all papers for country-specific
prerequisites in each country to determine the relationships between implementation
factors and CC adoption premises. Most of the conclusions listed below are based on
empirical surveys (Jede & Teuteberg, 2015).

Due to China's restricted financing options for small and medium-sized businesses,
management is reluctant to invest significantly in IT infrastructure and software (Li et
al,, 2012). The Chinese logistical infrastructure, in particular, suffers from a low level, so
the renting model of CC can improve the usage of the newest IT without capital
expenditure and give transparency across SC processes (Li et al, 2012). Given that
logistics organizations have a low beginning security level, the Chinese authors
underline the possible increases in data security from using CC (Jede & Teuteberg,
2015).
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In order to create a well-functioning SaaS market system in South Korea, the
government also forced the SaaS market there through strict laws and SaaS quality
certifications (Jede & Teuteberg, 2015). However, neither the introduction of the SaaS
marketplace nor the certificates did much to promote development. Lee et al. (2013)
determined that South Korea has changed from a policy-led to a customer-driven
market, in which reduced costs and quick deployment options strongly influence
companies implementing SaaS. They reached this conclusion using an analytical
hierarchy process and a survey. They conclude that the widespread mistrust of security
remains a significant obstacle to CC markets expanding.

However, the CC provider market is firmly established in Central Europe (Repschlager
et al., 2012). But when it comes to data security, European businesses are more risk-
averse than those in the US and China (Benlian, 2009). Adequate data protection
guidelines established by the European Union would improve CC dependability,
especially for SMEs (Tarzey, 2012). Benlian & Hess (2011) found that security concerns
outweighed performance and economic risks as the main determinants of CC
implementation in a sizable cross-sectional study of German enterprises. On the other
hand, they address costs, followed by strategic flexibility and quality improvements as
the strongest SaaS opportunity factors. According to experts, there is generally little
difference between the average knowledge of European businesses and the information
found in the most recent body of scientific literature (Jede & Teuteberg, 2015).

The influence of the CC elements in American businesses is more nuanced than those in
CC markets in less developed countries, which are mostly cost-driven. These factors
include business process complexity, functionality, compatibility, and company culture
(Wu etal, 2012). Furthermore, empirical studies (Cegielski et al., 2012) highlighted the
significance of CC for inter-organizational SC performance inside US-based
organizations. Furthermore, most of the largest CC providers, such as Salesforce.com
and Amazon, are US-based. However, due to their poorer IT performance, US companies
face next-level problems due to the advanced use of CC services (Compuware, 2011).
Again, the national government is in charge inside a nation since the US government is
one of the greatest Community- and Hybrid-CC adopters, making efficient use of various
specialized services and responding to citizen requests. Additionally, a smartly created
hybrid-CC system connects the federal, state, and local US agencies (Gupta, 2013).

Despite the fact that the examples provided only cover a small portion of the sample, the
literature's overall evidence supports the fact that North America and Europe presently
hold the top positions in the underlying field's science and application(Jede & Teuteberg,
2015). No matter the region's degree of development, all mention that the possibility for
cost reduction is a significant influencing element. This suggests that before further
advances in CC enable multi-dimensional benefits like increased flexibility and inter-
organizational supply chain connectivity, this element may serve as a fundamental
baseline (Jede & Teuteberg, 2015). Additionally, governments undoubtedly play a
fascinating and significant dual role in the CC-ecosystem. On the one hand, users
anticipate them to assume the regulatory role and serve as a standard-setting body that
ensures strong data security, particularly in Central Europe. On the other hand, by
deploying, offering, and utilising their own CC services, governments attempt to act as a
catalyst that forces CC development (Jede & Teuteberg, 2015).
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Conclusions

Supply chains are no longer constrained by technologies and what they can achieve, but
rather by the creativity of those who use them and professionals today must reinvent
business models, organisational structures, and operations to flourish now and in the
future as businesses around the globe deal with a perfect storm of upheaval (Barret &
Higgins, 2021). Determining a digital supply chain road plan to improve present
performance and investing in capabilities that drive competitive advantage will be
essential for any future supply chain organisation to succeed. Future supply chains will
need to be far more adept at identifying customer cues, analysing data, segmenting
markets, figuring the cost of service, and managing partners and knowledge. As a result,
brand promise will be driven by new roles, such as supply chain architects.

Future market leaders will excel in modelling the "voice of the customer," enabling a
supply chain that is service-oriented, comprehending the cost of complexity, managing
new types of partner networks, and boosting supply chain autonomy, among other
critical competency areas (Barret & Higgins, 2021). Apart from developing the structure
of the digital supply chain, an important factor in developing such a project is the fact
that employees exhibit more inventive behaviour when working inside a framework of
transformational leadership style because they feel valued, empowered, and have a lot
of autonomy and competence (Stanescu et al, 2020). Leaders could have a larger
positive impact on employees' levels of innovative work behaviour by fostering a greater
sense of empowerment (Stanescu et al.,, 2020), which in turn provides for a better
prepared organisation in adopting complex systems such as a cloud integrated supply
chain.

The cloud supply chain paradigm presents fresh and possibly significant research
directions at several levels of decision-making. Only a few examples of research topics
where novel and significant contributions can be made include contracting in the
context of platforms, supply chain design with consideration of outsourcing
possibilities, cost/benefit analysis of creating one's own supply chains vs. borrowing a
supply chain, inventory management, and multi-channel logistics optimization.

In order to maintain the ties among manufacturers, suppliers, retailers, and customers
for the integration of the logistics process, cloud services—specifically SaaS—are likely
to revolutionize the game. Therefore, from the standpoint of RBV (resource-based view),
we suggest a model expands the conventional ICT-enabled SCI in order to establish a
cloud capability that is likely to enable improved SCI and thus increase performance in
the supply chain and the company (Shee et al.,, 2018). The findings demonstrate that
cloud-enabled SCI (such as the exchange of demand information, inventory status,
production, and delivery schedules) has a favorable, considerable impact on supply
chain performance, which therefore enhances the sustainable performance of the
company (Shee et al., 2018). According to the findings, top management initiative
increases the possibility that cloud services would be adopted and used.
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